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ABSTRACT 

Opportunistic networks are usually formed spontaneously by mobile devices equipped with short range 

wireless communication interfaces. The idea is that an end-to-end connection may never be present. 

Designing and implementing a routing protocol to support both service discovery and delivery in such 

kinds of networks is a challenging problem on account of frequent disconnections and topology changes. 

In this network one of the most important issues relies on the selection of the best intermediate node to 

forward the messages towards the destination. This paper presents a trust framework for opportunistic 

network where the nodes in the network follow the trace based mobility model. The selection of next hop 

to forward the data packets is based on the trust value as well as the direction of movement of node 

towards the destination. The trust value is obtained from the trust framework of the data forwarding 

node. The direction of destination is obtained from the movement trace file that is maintained by the 

nodes in the network. In this proposed framework, the message is encrypted to secure both the data and 

path information. The effectiveness of this proposed framework is shown using simulation. 
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1. INTRODUCTION 

Opportunistic network is a type of Delay tolerant network (DTNs), where data will be routed 

with tolerant delay from source to destination [7]. This type of network is used for emergency 

applications. An opportunistic network (oppnet) is a network of mobile as well as fixed nodes. 

Opportunistic network are different from traditional network. In traditional network, nodes are 

deployed together and end to end path exist for data forwarding. But in opportunistic network 

there is no fixed path between source and destination due to mobile nodes. It is an extension of 

mobile ad hoc network. 

In opportunistic network [17], first seed oppnet is deployed like typical ad hoc network. Then it 

detects foreign devices for completing the applications with tolerant delay. The detected devices 

are evaluated for their usability and resource availability. If it is satisfied the device is integrated 

into the oppnet as a helper. This helper integration process is continued until enough devices are 

found for completing the task. Once the integration process is completed, routing will be done 

with the help of helper nodes. Helper nodes are used as intermediate nodes for forwarding data 

from source to destination.  Different nodes make collaboration to exchange data from source to 

destination. 
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In this type of network, a data holding node (source node/neighbour node) finds an opportunity 

to forward data. When there is no direct connection between source and destination, data 

holding node will discover its nearest neighbour node and uses it to forward messages toward 

the destination node. Message is delivered hop by hop closer to the destination. In opportunistic 

network the routing is done with the help of intermediate helper nodes to deliver the data 

packets to destination. The applications of opportunistic network are typically used in an 

environment that is tolerant of long delay and high error rate. 

The researchers have found the problem of selfishness in opportunistic networks. For example if 

a large set of nodes rely on other nodes to forward their messages, but are not willing to relay 

messages themselves, the routing network quickly breaks down. An opportunistic network is 

designed to forward messages, with the constraint set by the message originator that they should 

only be given to entities with a trust value above a certain threshold. This helps sender to 

forward message to destination through the trusted nodes to avoid selfish nodes involving in 

data forwarding. Since the selfish nodes may not forward data to destination thus it reduces the 

performance of the routing in opportunistic networks. This problem is the motivation for 

proposing a trust mechanism to avoid selfish users for message forwarding. 

The computational trust has been selected as one of the solutions for the security problem in 

opportunistic network. A computational trust value is assumed to be very similar to the human 

notion of trust. Before a node in a network agrees to interact with another, it gathers information 

about the other node, and determines a trust value depending on previous interactions with this 

particular device or class of devices, on reputation values provided by third devices, and other 

application dependent data. This trust value can be applied to access control problems (is the 

device trusted enough) and to ensure confidentiality. Trust is not applicable as the only security 

measure in high security systems, but it gives good results. However, the application of trust 

values presents a unique challenge in the case of opportunistic network. 

This paper is organized as follows. Section 2 focuses on related work; it contains various 

proposed methods for security mechanisms in opportunistic networks. Section 3 focuses on 

System architecture for proposed method. In Section 4 the implementation details are discussed 

and performance has been evaluated. Section 5 concludes the paper. 

2. RELATED WORK 

There are only few works have been done on security mechanisms for opportunistic networks. 

Shikfa  et al [10] pointed out that the key management scheme in opportunistic networks should 

be non-interactive and nodes should not need prior contact with the destination to query the 

related public key. This is because end-to-end connectivity cannot be obtained.  He proposed a 

novel security scheme by combining the identity-based cryptography and policy-based 

encryption to ensure the privacy of opportunistic routing protocols. However, in this scheme, 

there is a Trusted Third  Party  (TTP)  that  provides  the  key  generation  server  for  all  the  

nodes.  But it is hard to realize in opportunistic networks.   

Shikfa et al [11] also  proposed  another  key  management  which integrates  the  security  

associations  with the  neighbourhood  discovery together by using the certificates and signature 

chains. Whereas, Shikfa et al still assumes that there is a single Identity Manager (IM) in 

opportunistic networks  which  generates  and  links  the  pseudonyms  to  mobile  nodes  for 

protecting  the  system from  the  Sybil  attacks.  Besides  that,  they  assumed  that  the  shared  

keys  can  be  negotiated  by sending  a  security  association  reply  through  the  reverse  path  

of  the  request.  Both of the two assumptions which mentioned above are difficult to achieve. 
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Trifunovic et al. [12] considered that in a totally distributed and decentralized environment,  

traditional  cryptography  schemes  become  useless,  since  no  authority  servers  are deployed.  

Moreover, the cryptography methods can only ensure the inimitability of users’ identities, but 

no assured binding between real entity and identity can be obtained. Therefore, the 

establishment of trust can validate the nodes’ identities and resist the Sybil nodes more 

effectively in opportunistic networks. 

Ing Ray Chen [4] has proposed a trust mechanism by combining social and QOS related 

attributes. This protocol is resilient against bad-mouthing, good-mouthing and whitewashing 

attacks performed by malicious nodes. They considered connectivity to measure the QoS trust 

level of a node and also unselfishness and honesty to measure the social trust level of a node. 

Trust values are calculated and arranged with differnet weights. Each node is associated with 

this calculated trust value. This mechanism is tested on PROPHET routing algorithm. It shows 

that, the performance of the routing algorithm is improved by including this trust mechanism to 

avoid malicious nodes in data forwarding. 

The  privacy  issues  are  the  main  problems  in  opportunistic  networks,  since  the 

opportunistic  routing  protocols  utilize  the  context  information  which  may  be  sensitive  to  

users. HiBOp protocol [13] enforces the privacy by implementing the concept of community. It 

assumes that exposing the social context information to the nodes which are in the same 

community is security, for nodes trust each other in the same community. Consequently, the  

messages  can  only  be  forwarded  to  the  intermediate  nodes  which  come  from  the  same 

community with destination nodes. Obviously such a security scheme will bring a bad influence 

on the routing performance, for only limited nodes can be choose as the candidate forwarders. 

This paper proposes trust based data forwarding in opportunistic networks, where the data 

forwarding follows a trace based routing algorithm. The forwarding of data depends on trust as 

well as direction of the next hop, whether it is moving in the direction of the destination. It 

provides security and also the reach ability of the destination. 

3. TRUST FRAMEWORK  

Opportunistic network is composed of seed nodes and helper nodes. The proposed trust 

framework based data forwarding is composed of the following main functionalities, 

3.1. Initial Trust Value Setup 

We assume that the maximum trust value is one and the minimum is zero. So trust value for a 

node lies in [0, 1]. Initial trust value for seed nodes (source / destination) is assumed to be one, 

since they are fully trusted nodes. But for helper nodes, initial trust value has to be calculated. 

The initial trust value for helper node is based on the friendship vector associated with nodes in 

the network. The friendship vector for a particular node indicates a list of known other nodes to 

this node. Some helper nodes may not have friendship vector. It indicates that this node does not 

have any friends in the network. So the initial trust value for this node is assumed to be zero. 

For the remaining helper nodes, their initial trust value is calculated from their friendship tie in 

the network. The calculated trust value lies in the range of [0,1].    

For a node Ni, its trust value is calculated by its friendship tie in the network. Suppose it has m 

friends in the network then its trust value is calculated using the following algorithm (initial 

trust value setup). In this algorithm, Ti denotes the trust value of a node Ni in the network. If Ni 

is a seed node then its trust value is 1. If it is not a seed node, the trust value is calculated from 

the friendship vectors of the seed nodes in the network. If Ni is a helper node and there are no 
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friends for this node then the trust value for this node is 0. The algorithm for calculating the 

initial trust value for the nodes in the network is shown in Figure 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Figure 1. Initial Trust Value Calculation Algorithm 

3.2. Trust Table Creation  

Trust table is created and maintained for all the nodes in the network. After calculating the 

initial trust value, the trust table is created to store the trust values of known nodes.  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Trust Table for Node Mi in the Network 

Trust Table( Mi) 
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Algorithm  : Initial Trust Value Setup 

Input  : nodes, friendship vector 

Output : nodes with trust value  

Ni : a node in the network 

Si : seed node in the network 

Ti : trust value of node Ni 

FRi : friendship vector of a node Ni 

Step 1: If node Ni is a seed node then trust value of Ni= 1 

(ie) Ti(Ni)= 1 

Step2: For a helper node Ni, search for Ni in other node’s friendship  

vector FRj. 

Step3: Count the number of friendship vectors FRj where Ni appears. 

Step4: Take the trust values of the nodes whose friendship vectors are 

selected in step2. 

Step5: Calculate the trust value for a helper node Ni using the following 

formula, 

  Ti(Ni)= {Σn
j=0 Tj(Nj)}/ n ;  
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Trust table is created with node ID of the known node and its corresponding trust value as 

shown in fig 2. It shows the trust table created for the node Ni in the network. It stores the 

known node’s ID and its corresponding trust value. This information is used while selecting the 

trusted next hop forwarder for forwarding data to destination. This trust table is updated at 

regular interval of time. 

3.3. Data Forwarding 

Data forwarding in opportunistic network follows “Store and Forward” mechanism. Since there 

is no end to end path between source and destination, the data to the destination can be 

forwarded through the intermediate nodes. It is assumed that the seed nodes have the trace file 

information of the other seed nodes. Hence the source node knows the probable position of the 

destination from the trace file of the destination. The major task is the selection of next hop 

forwarder [18]. 

Once the trace file of the destination is available with the source node, the movement of the 

destination node can be predicted by looking up its trace file. Instead of broadcasting a data in 

all directions, the source node and the intermediate nodes can use directional information to 

forward data to destination. This helps to reduce the load on the network. An additional field 

containing the destination’s probable position can be added in the message header. 

Here the selection of trusted next hop forwarder places a major role. Since if the data is 

forwarded to malicious node, it can either drop or forward that data with long delay. So the 

source node has to select the trusted next hop forwarder for forwarding data to destination. First 

the source node creates message for the destination. The data packet format for this message is 

shown in Figure 3.  

Source 

address 

Destination 

address 

Packet 

ID 

Packet 

size 
TTL 

 

Destination 

position 

Next 

hop 

address 

Data 

Authentication message 

Figure 3. Data Packet Format 

The additional fields in this packet (highlighted in the figure), when compared to any routing 

protocol, are the destination position, authentication message and the next hop address. The data 

is forwarded to the next hop that moves in the direction of the destination. Using the trace file of 

the neighbour nodes the next hop node to forward the data is identified. The authentication 

message field indicates the encrypted form of path information. The path information is 

encrypted using encryption algorithm. This authentication message can be accessed only by the 

seed nodes in the network, since authentication message is in encrypted form. So the helper 

node cannot view or modify this message. After the source node creates the message for the 

destination, the following processes are carried out to forward that message to the destination. 
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3.3.1 Data Encryption 

Source and destination nodes are having a common shared secret key for data encryption and 

decryption. This shared secret key is known only to the seed nodes in the network. Helper nodes 

do not know the secret key. So they will not be able to encrypt or decrypt the data.  

 When a source node wants to forward a data to destination, first it encrypts that data with 

common shared secret key. Then it forwards data to destination through the intermediate helper 

nodes. The intermediate helper nodes cannot decrypt the data or view the message, since they 

do not know the secret key for data decryption.  Instead of forwarding data to all neighbour 

nodes, data is forwarded to the nodes which are going in the direction of destination. Hence the 

network congestions can be avoided. 

3.3.2 Trusted Next hop Selection 

This process is continued until the data reaches the destination. Before trusted next hop 

selection, the neighbour nodes should be identified. Neighbour node identification is the process 

whereby a node identifies its current neighbours within its transmission range. For a particular 

node, any other node that is within its radio transmission range is called a neighbour. All nodes 

consist of neighbour set which holds details of its neighbour nodes.  Since all nodes might be 

moving, the neighbours for a particular mobile node are always changing. 

The data holding node (source/ intermediate node) identifies its current neighbours. The 

neighbour set is dynamic and needs to be updated frequently. Generally, neighbour node 

identification is realized by using periodic beacon messages. The beacon message consists of 

node ID, node location and timestamp. Each node informs other nodes of its existence by 

sending out beacon message periodically. Inform all nodes within the transmission range of 

source/packet forwarding node to intimate its presence by sending a beacon message every 

particular seconds.  

From the identified set of neighbour nodes, the data holding node selects the node which is 

going in the direction of the destination node. Once the next hop node is selected, trusted node 

has to be selected. Since there may be some malicious nodes, that can drop or forward the data 

with long delivery delay. A node is a trusted next hop node, if it satisfies the following 

condition. 

 Condition:  Trust (node) >= Trust Threshold   ------- (1) 

If a next hop node satisfies the above condition, then that node will be selected as a trusted next 

hop forwarder.  In equation (1), trust threshold indicates the user selected trust limit for 

selecting the trusted node for data forwarding. According to the type of the application, trust 

threshold varies. After selecting the trusted next hop forwarder, authentication message process 

is started. 

3.3.3. Authentication Message 

The authentication message (AM) consists of intermediate node ID’s (i.e the helper node ID’s) 

that involves in forwarding the data towards the destination, it will be in an encrypted form. 

This message is created only by the seed nodes that share a common secret key. Conventional 

encryption technique is followed for encrypting because of the cost and speed limitations in the 

mobile nodes. This process is started after the selection of the trusted next hop forwarder. In 

order to include the trusted next hop node, the authentication message has to be decrypted  for 

decrypting this, shared secret key is needed. Only seed nodes can access the message and add 

IDs into it.  
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For seed nodes, it is easy to add the trusted next hop forwarder ID into the AM field. But for the 

helper nodes, it is very difficult to add the trusted next hop forwarder ID into the AM, since they 

do not know the shared secret key. The AM process is shown in Figure 4. 

 

To access the AM, the shared secret key is must. When a helper node wants to handover the 

data to another helper, it gets the help of a seed node to include the AM. Therefore if the 

intermediate node is a helper node, it requests the nearby seed nodes to add the selected next 

hop node into the AM. 

    

        Shared    

      Secret Key   Authentication Message 

 

 

     

 

 

 

 

 

 

 

       

                        

 

 

 

 

 

 

 

           AM in encrypted form  

Figure 4. AM Inclusion by Seed Node 

The assumption we make here is that a seed node is present when a helper node forwards the 

data to another helper. The seed node will add the next forwarding node ID into the 

authentication message. So the seed node decrypts the AM using decryption algorithm with 

shared secret key. Then adds the given node Id into the AM and encrypts the AM using 

encryption algorithm. Finally this seed node forwards the message to the requested helper node. 

After receiving this message, the helper node forwards the data packet to the selected next hop 

node. This process is repeated until the data reaches the destination. 

3.3.4. Data Decryption 

Once the data reaches the destination node, it decrypts the encrypted message using the 

common shared secret key and also it decrypts the AM which is appended with the data. Both 

AM and data decryption is done using decryption algorithm, since this common secret key is 

known to all the seed nodes. So the helper nodes cannot decrypt the data or AM. Trust table 

update process is started after decrypting the received data. 

3.3.5. Updating Trust Table 

The trust table is updated at the destination node whenever it receives the data. Figure 5 shows 

the process of updating the trust table by the destination. After decrypting the data and AM, the 
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destination node looks into the nodes in the AM. Then the destination node verifies the received 

data and checks for its correctness. If the received data contains no error then, the destination 

increases the trust values of the nodes in the AM. If the received data contains error, then the 

destination decreases the trust values of the nodes in the AM. For all the nodes in the AM, the 

trust value is updated in the destination node’s trust table. After updating this trust table, it is 

distributed to other neighbour nodes in the network. 

   Shared  

   Secret Key AM 

 

 

 

   

                                                                                              

  

 AM (Path information: contains node ID’s ) 

   Figure 5. Updating Trust Table by the destination 

Above discussion shows the forwarding of data from source to destination through the 

intermediate nodes. The presents of malicious nodes will not affect the data forwarding. The 

intermediate nodes are selected based on the trust value. So the node which has the required 

trust value will participate in the forwarding of the data from source to destination.  

4. IMPLEMENTATION AND PERFORMANCE ANALYSIS 

The proposed method is simulated using ONE simulator [9] which combines movement 

modelling, routing simulation, visualization and reporting in one program. It is agent-based 

discrete event simulation engine and provides interface for developing new routing algorithms 

and mobility models. New messages are generated by the Message_Event_Generator in ONE. 

The trace file incorporation is done with the help of External_Movement class in ONE 

simulator. The simulation parameters are shown in Table 1. 

Table 1. Simulation parameters 

Parameter  value  

Simulation time (sec) 3000s  

Simulation area  1000,1000  

No. of nodes  50 

Mobility Model      External Movement 

Transmit range (meters)  6 

Transmit Speed (m/s)  250  

The following evaluation parameters are used to evaluate the proposed routing algorithm, 
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a. Varying Malicious Nodes 
 Changing the number of malicious nodes in the network. 

b. Varying Trust Threshold  
Changing the trust threshold value for selecting the trusted next hop forwarder. 

c. Delivery Ratio 
Delivery ratio is defined as the ratio of the number of successfully delivered messages to 

the number of all messages generated.  

d. Overhead Ratio 
Time taken to transmit data in the opportunistic network. 

The proposed trust framework based data forwarding in opportunistic networks evaluated by 

varying the trust threshold value and the strength of the malicious node in the network.  

4.1 Varying Malicious Nodes 

The trust framework based data forwarding is evaluated by changing the number of malicious 

nodes in the network. In Figure 6, the performance of proposed method is shown by comparing 

without trust framework and with trust framework in mobile trace based routing algorithm. This 

comparison is done by varying the number of malicious nodes in the network. The delivery 

probability for the routing algorithm without trust framework decreases when the number of 

malicious nodes in the network increases.  

The delivery probability of the routing algorithm with trust framework is high as compared with 

delivery probability of the routing algorithm without trust framework. This is because the data if 

forwarded with the helper nodes that satisfy some trust threshold value. But the presence of 

more number of malicious nodes in the network slightly affects the performance of the routing 

algorithm with trust framework. 

 

Figure 6. Comparisons by Varying Malicious Nodes 

4.2 Varying Trust Threshold 

The trusted next hop forwarder is selected based on the trust threshold value. So the selection 

trust threshold affects the performance of routing algorithm. The proposed trust framework 

based data forwarding is evaluated by changing the trust threshold value as shown in Figure 7 

and 8. 
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Figure 7. Delivery Ratio for Different Trust Threshold 

From Figure 7, when the trust threshold is very low, the delivery probability is high. If the 

threshold value is increased, the delivery probability decreases. Since the number nodes selected 

for data forwarding is limited at high threshold value.  

 

 

 

 

 

 

 

Figure 8. Overhead Ratio for different Trust Threshold 

From Figure 8, overhead decreases with increase in trust threshold. Since when the trust 

threshold is low, more number of next hop nodes is selected for data forwarding towards 

destination. So the number of relayed messages increases. This leads to congestion in the 

network. But when the trust threshold is high, the overhead in the network is tolerable. It leads 

to reduced congestion in the network.  

From the above discussions, the proposed trust framework based data forwarding performs 

better than the routing algorithm without trust framework. But the trust threshold has to be 

selected carefully. Since delivery probability and overhead ratio are decreasing with increase in 

trust threshold. So the selection of trust threshold is important.  The trust threshold has to be 

selected in such a way that the delivery probability is high and overhead ratio is low. 

5. CONCLUSION 

Mobile devices with local wireless interfaces can be organized into opportunistic networks 

which have the properties of social networks. To take advantage of this attribute, we propose a 

trust framework based data forwarding in opportunistic networks which uses mobile traces for 

node movements to predict the time at which two nodes will be in contact, and therefore it 

improves the performance of message forwarding through trusted intermediate nodes. Also 
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trust will be assigned for each node in the network and the next hop forwarder is selected based 

on the trust threshold. Experimental result shows that proposed framework has high delivery 

probability. Thus setting appropriate trust threshold, better delivery probability can be obtained. 

Also the performance of the proposed trust framework is analysed with different number of 

malicious nodes in the network.  

The future extension is to investigate other forms of attacks by malicious nodes such as 

jamming, forgery and Denial-of-Service (DoS) attacks. This can be achieved by considering 

other trust metrics such as technical competence, centrality and similarity. 
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